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Appendix C

RISK MANAGEMENT STRATEGY 2020/21
1.

Purpose
The purpose of this strategy is to: 




2.

Demonstrate how the Risk Management policy is to be
implemented through Newcastle-under-Lyme Borough Council’s
commitment to risk management;
Describe the objectives of risk management and provide a
framework for embedding risk management further across the
organisation with defined roles and responsibilities and a structured
process. This will then ensure that opportunities are maximised and
risks minimised; and
Enable the council to develop risk management further through its
effective use in its management and decision making processes.

Objectives of the Risk Management Strategy
The objectives of the strategy are:






To clearly identify the roles and responsibilities of people at all
levels and ensure that all parties understand how they should
contribute to effective risk management;
To ensure a consistent process for identifying, evaluating,
controlling, reviewing, reporting and communicating risks across the
council is implemented, understood and embraced by all staff and
members;
To embed risk management into the ethos, culture, policies and
practices of the council;
To ensure that risk management is a key and effective contributor to
the Annual Governance Statement; and
To manage risk in accordance with recognised best practice
through guidance provided by the Association of Local Authority
Risk Managers (ALARM) & CIPFA (together with other relevant
bodies)

3.

Achievement of objectives

3.1

To clearly identify the roles and responsibilities of people at all levels
and ensure that all parties understand that they should contribute to
effective risk management.
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Responsibility for risk management runs throughout the council and
involves elected Members, senior officers and all other employees (see
Appendix A). Clear identification of roles and responsibilities will ensure
that risk management is embedded in all policy making, decision making,
policy approval (strategic) processes and service delivery (operational)
processes, as well as providing sufficient resources to both implement this
strategy and thus ensuring systems are sustainable.
The roles and responsibilities are outlined at appendix A.
3.2

To ensure the implementation of a consistent process for the
identifying, evaluating, controlling, reviewing, reporting and
communicating of risks across the council that is understood and
embraced by all key stakeholders
To assist with the approach to risk management and to ensure consistency
across the council, a guidance document (appendix B) on the council’s risk
management process has been devised and developed for use by relevant
individuals, services and organisations.
By effectively managing risks and opportunities the council will be in a
stronger position to deliver its: -

Corporate Priorities and Objectives;
Services to the public;
Partnership working agenda;
Best value/value for money procedures and processes; and
Identified outcomes

It will also inform the business processes of the council including: -

Strategic/corporate planning;
Financial planning;
Service planning;
Policy making and policy reviews;
Performance management framework;
Project management processes and frameworks;
Partnership working;
Internal controls and internal audit; and
Business continuity and emergency planning arrangements

With responsibility for achieving objectives sits identifying risks, assessing
them, developing controls and warning mechanisms, reviewing and
reporting on progress by key individuals within the organisation.
Some objectives, however, are reliant on external organisations with which
the council works e.g. key partners and contractors. Working with external
organisations could affect the achievement of objectives and this also must
be taken into account when delivering the key elements of this strategy.
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The strategic risk champion and other nominated risk champions have
responsibilities including the support, challenge and recording of risks
within their directorates or service areas. They will assist in the compiling
of risk registers, whilst ensuring that the risk management strategy is
adhered to as far as is possible. Officers who are involved in specific
projects or operational activities will be responsible for identifying,
assessing, developing, reviewing and reporting of risks. This will enable
constructive discussions of the identification of risks, further actions and
controls for the profiles to be undertaken on an ongoing basis.
The management of risk is an important part of the corporate planning and
policy making/decision making processes and also in the key areas of
project and change management.
Below is a summary of the council’s risk management process. For an indepth explanation, please refer to appendix B.
Summary Guide
Risk Identification

Monitor, review and
communicate

Objectives

Risk assessment /
evaluation

Risk Control

3.2.1 Objectives
Any organisation is primarily concerned with the achievement of objectives. You
need to know what you are trying to achieve before you can start to think about
the risks that could have an impact on your success.
The more clearly objectives are defined, the more it will help you consider those
risks that could actually impact on your objectives. When setting objectives
remember to make them Specific, Measurable, Agreed, Realistic and Time bound
(SMART).

At strategic level - the Council has four Corporate Priorities to which
strategic risks are linked.
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At operational level - each service has a number of business objectives
contained within each service and financial plan to which operational risks
are linked.
At project level - the relevant project brief or project initiation document
details the aims and objectives of the project.
At partnership level - the partnership agreement or other formally agreed
arrangements will detail the aims and objectives of the partnership.
3.2.2 Risk identification
What could go wrong? Use available documents e.g. Council Plan, Service
Plan, appraisals etc to establish what is planned
and start to identify what risks could occur as a
result of these plans
Ensure risks are
E.g. if we don’t review and manage our budgets, is
structured – what are
there a risk we could overspend? What things are
the key elements to
we looking at in terms of a risk like this?
each risk?
What type of risk is it?
What category is it?

Strategic, Operational, Project
e.g. political, e-Government/ICT, regulatory,
financial/fraud,
opportunities,
reputation,
management, assets, new partnership/project,
customer/client/citizen
Environmental (see Appendix B(i))

At strategic level, Executive Directors identify strategic and cross-cutting
risks through facilitated awareness sessions. The risks identified are:




Those that could significantly impact on the achievement of the
Council’s overall priorities;
Those that are recorded in the Corporate Risk Register and individual
Directorate Operational Risk Registers; and
Those that can be used to inform policy decisions.

At operational level – Heads of Service and Business Managers identify
operational risks which may prevent them from achieving business objectives
identified in their service plans, as well as any measures and actions to
manage these risks. The risks identified are: 



Those that could significantly impact on the achievement of the
Business objectives;
Those that are recorded in each Directorate’s Operational Risk
Register; and
Those that can be used to inform meetings/actions between Business
Managers and Heads of Service, and completion of the day to day
services.
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At project level - Project Managers will identify the risks that could impact on
the successful delivery of the project. The risks identified are: 



Those that could significantly impact on the achievement of the project;
Those that are recorded in the Project Risk Register (whether on the
corporate GRACE system or the Project Plan risk register);
Those that can be used to inform both strategic and operational risk
identification

At partnership level - the Council has developed a working agreement to
instigate the Lead Partner risk management framework. This will deliver



A framework for all staff involved in considering new partnership
workings.
Assist members and officers wishing to review existing arrangements.

3.2.3 Risk assessment/Evaluation
In assessing and evaluating the risks identified, you need to ask a number of
fundamental questions. From this, you will get a risk ‘score’ (or rating). This
‘score’/rating will determine your future actions.
What would be the impact on
the council if the risk actually
happened?
How likely is it to happen?
Based on the answers above,
plot the rating on the table
opposite

L
I
K
E
L
I
H
O
O
D

HIGH

Amber
7

Amber
8

RED
9

MEDIUM

Green
4

Amber
5

Amber
6

LOW

Green
1

Green
2

Amber
3

Low
Medium High
The bold line on the matrix is
IMPACT
the limit of the council’s risk
tolerance, i.e. how much risk it is
willing to take before intervention begins. Control of the risks should effectively
move the final risk ratings to the amber and green sections of the table (see
Appendix B (ii)
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3.2.4 Risk Control
Risk control is the name given to the process of working towards mitigating the
identified risks. This is done by identifying possible actions which may reduce
either the impact or the likelihood of the risk and will therefore mean that the
final rating is contained within the council’s risk appetite (the green and
amber sections of the table above). In undertaking risk control a number of
questions can be asked as part of the risk management process.
Who owns the risk?
What could should be done
to reduce the impact and/or
likelihood of the risk?

Priority

Review
Period
(months)

Action
Tolerate

Treat

Transfer

Terminate

√

√

√

High

1

What else do you need
to do to control the risk?

Medium

3 (1/4ly)

√

√

√

√

(see Appendix B(iii))

Low

6 (half
yearly)

√

√

√

√

3.2.5 Monitor, Review and Communicate
Key questions to consider as part of this process: 





Are the controls you have put in place effective?
Has the risk changed either as a result of what you have done or other
factors?
Does it need escalating, having gone through all the checks you need to
make?
Are new risks evolving as a result of the existing risk or due to other
factors?
Who do you need to inform – internally and externally to the council?

Key to what prompts what kind of action: -

3.3

Red

High risk, prompt action, contingency plan, monitor at least
monthly

Amber

Medium Risk, contingency plan, monitor at least quarterly

Green

Low risk, monitor at least half annually/annually

To embed risk management into the ethos, culture, policies and
practices of the council
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Risk management is well established at the council but this strategy is
seeking to build on it. The aim is to ensure that risk management plays an
integral part in decision making and the day to day business of the council
in a structured uniform manner.
Risk management will be part of and included in the council’s processes,
policies and documents but not limited to: 3.4

Development and maintenance of the Constitution;
Economic Development Strategy;
Stronger and Safer Communities Strategy;
Health and Well Being Strategy;
Council Plan;
Medium Term Financial Strategy;
Service Plans;
Code of Corporate Governance;
Code of Practice on Procurement;
Reports to support key decisions;
Performance management;
Policy planning; and
Financial management

To continue to ensure that risk management is a key and effective
contributor to the Annual Governance Statement
To achieve this: -

3.4.1 Heads of Service are required to make statements as to the effectiveness
or otherwise of their systems for identifying, monitoring and managing
corporate and operational risks. This is confirmed by each Executive
Director signing a Controls Assurance Statement each year.
3.4.2 Confirmation is obtained from the Information Governance Group and the
Audit & Standards Committee and internal Audit, who use CiPFA best
practice that the council’s risk management framework is judged to be
sufficiently robust and that assurance statements properly reflect the risk
environment and its management of those risks.
3.4.3 The risk registers of the council will be a factor in internal audit planning.
3.5

To manage risk in accordance with best practice

3.5.1 The Council has a statutory responsibility to have in place arrangements
for managing risks, as stated in the Accounts and Audit Regulations:
‘A local government body shall ensure that its financial management is
adequate and effective and that it has a sound system of internal control
which facilitates the effective exercise of its functions and includes
arrangements for the management of risk’.
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Risk management is recognised as an important element of good
governance. The CIPFA/SOLACE governance framework “Delivering
Good Governance in Local Government” seeks to ensure that risk
management is embedded into the culture of the authority with members
and officers recognising that risk management is part of their jobs.
3.5.2 Good internal control ensures that the processes and procedures operate
in an orderly and efficient manner, statutory and management
requirements are complied with, assets are safeguarded and records
complete and accurate.
3.5.3 Performance monitoring ensures the treatment of risk remains effective
and the benefit of implementing risk control measures outweighs the costs
of doing so. It is a continual review not only of the whole process but also
of individual risks or projects and of the benefits gained from implementing
risk control measures.
3.5.4 Data quality needs to ensure that the data used for performance
monitoring and to inform decision making is accurate, reliable, timely and
fit for purpose. If data is misleading, it could lead to flawed decision
making, wasted resources, services that may not improve and the
development of ill-founded policy.
3.5.5 The business continuity process is a form of risk management applied to
the whole council and its ability to continue with its service provision in the
event something occurring which potentially affects that ability. The council
must ensure risk management processes are applied throughout the
business continuity lifecycle.
3.5.6 The achievement of effective Health and Safety policies, processes and
procedures has been committed to by the council with the development of
policy and guidance specifically addressing the management of health and
safety risks.
3.5.7 The council’s risk appetite allows them to take risks to achieve the
Corporate Priorities listed previously. It weights up the risk against
opportunity benefit when undertaking an action or whether to deliver a
specific project. It does not however have an appetite for extreme risk
taking that could result in injury or loss of life to public, stakeholders,
Member and officers.
3.5.8 Risk tolerance at the council is also important – it weighs up the risk and
opportunity of what it is aiming to achieve, and will then decide whether to
continue to operate as normal (tolerate) with extra mitigations in place
(treat), to ask someone else to deliver (transfer) or to stop (terminate) the
risk.
4.

Conclusion
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By embracing risk management, the council will make the most of the
opportunities which it faces whilst operating within a risk-aware
environment.
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Date of Approval:
Approved by:
Next review due:
Version:
Changes:
Previous version:
Changes

19/06/2020

July 2020
Audit & Standards Committee
June 2020
11.1
See below
10.2
1. Date changes made
2. Pg 8 – Point 3.5.7 and 3.5.8 inserted in
respect of risk appetite and risk
tolerance within the Council.
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APPENDIX A
Group/Individual
Leader of the Council

Roles and Responsibility
 Promotes the concept and practice of risk
management across the organisation and amongst
all elected Members
Corporate and Service
 Member risk champion
Improvement, People and  Promotes the concept and practice of risk
Partnerships Portfolio
management across the organisation and amongst
Holder
all elected Members
 To receive quarterly updates on risk from the
Business Improvement Manager for inclusion in
Informal Cabinet meetings where appropriate
Audit & Standards
 Approves and agrees changes to the risk
Committee
management policy and strategy.
 Monitors the council’s risk management
arrangements
 Monitors the council’s high level risks as and when
they occur
 Provides independent assurance that the risk
management framework and associated control
environment is being managed effectively and the
statement of internal control correctly reflects the
risk environment
All elected Members
 Advocate good risk management processes
 Ensure that risks have been robustly assessed in
reports presented to elected Members
 Ultimate responsibility for Corporate, strategic and
Chief Executive
operational risk management across the council
 Ensures that all strategies and policies contain risk
management as an inherent part of their structure
which helps drive the organisational change leading
to excellence
 Ensures that risk management practices across the
council reflect best practice.
 Ensures that risk management issues are fully
considered in the decision making process.
 Drives excellence through the council with strong
support and well managed risk taking.
 Ensures that the council manages its risks effectively
through the development and monitoring of its risk
management strategy.
Executive Director
 Ensures that Executive Management Team (EMT)
(Resources & Support
are aware of any issues that have been escalated
Services) - Chair of
by the IGG and cannot be resolved and ensures that
Information Governance
these are noted in minutes of EMT and actioned
Group (IGG)
accordingly either by or on behalf of EMT
 Provides assurance to the Audit & Standards
Committee as appropriate that the risks are being
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Executive Directors
(EMT)












Information Governance
Group (IGG)











Directorate Management



managed in accordance with the Risk Management
Strategy
Ensure that the risk management process is
promoted, developed, managed and implemented
effectively in their service areas.
Make decisions with their heads of service as to
which service risks may warrant inclusion on their
strategic risk register
Take ownership of strategic risks in their directorates
and include them in the corporate risk register
Disseminate relevant information to service
managers and employees
Escalate where necessary any issues that cannot be
resolved to the Audit & Standards Committee for
advice on decisions
Establish and monitor a rolling programme of
operational risk reviews
Promote good risk management practice throughout
the council in conjunction with IGG
Ensuring that when Cabinet reports are written by
their officers, that a relevant up to date risk
assessment is provided where applicable, before
being signed off for submission to Cabinet
Ensure that the appropriate portfolio holder is aware
of detailed risk assessments when discussions begin
on any proposal
Promote good risk management practice throughout
the council in conjunction with EMT
Support the development of the risk management
process, share experience on risk and aid/advise in
the review of risk management reviews
To review the risk management policy and strategy
where necessary
To identify trends and priorities across the council
Liaise with specialist risk groups in order to inform
the strategic risk registers
Ensure processes are in place to report any
new/perceived (key) risks or failures of existing
control measures
Report on key performance results to EMT and Audit
& Standards Committee
To accept and make decisions on the course of
action of any issues brought to them by DMT or the
strategic risk champion
To escalate any issues to EMT brought to the group
by DMT or the strategic risk champion, where a
stronger decision is needed and cannot be resolved
at this level
Ensure the completion of project risk registers where
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Teams (DMTs)

Wider Management
Team (WMT)











Business Improvement
Manager (BIM)




Business Improvement
Officer (Risk) (BIO)







appropriate (DMT)
Liaise with specialist risk groups in order to inform
the any relevant strategic and operational risk
profiles (e.g. Health & Safety, legal, environmental)
(DMT/WMT)
To accept and make decisions on any issues
escalated to them by the risk champions (DMT)
To escalate, where necessary, any risks, overdue
actions and reasons for such, overdue risk reviews to
the IGG, where a higher decision is needed and
cannot be resolved at this level (DMT)
Monitor the implementation of action plans and
control assurance programmes (DMT/WMT)
Report key performance results (DMT)
Promote and share best practice across the
directorate (DMT)
Monitor (and share with the director) situations
where: - risks are rising in the level of security;
- circumstances where managers have been unable
to implement the agreed mitigating actions;
- risks could potentially have an impact on other
services (DMT)
To understand the escalation process of risks, action
plans and issues (DMT/WMT)
To accept the notification of any incidents or nearmisses reported to them by employees or risk
champions, and record them appropriately (DMT)
Develop and maintain a risk management process
reflecting established best practice (BIM/BIO)
Lead on the annual review of the risk management
policy, strategy and methodology, helping to ensure
all aspects of the process remain robust. (BIM/BIO)
Ensure risks are reviewed and reported to
management in line with the timelines in the risk
management framework (BIM/BIO)
Collate and administer the corporate risk registers
(BIO)
Prepare annual and quarterly risk management
reports for the Audit & Standards Committee
(BIM/BIO)
Identify and communicate risk management issues to
DMT/EMT for dissemination to services and assist in
undertaking risk management activity through
guidance, training or direct support. (BIM/BIO)
Promote risk management process throughout the
council with both members and officers ensuring the
process is embedded, effective and reflects best
practice. (BIM/BIO)
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Operational Risk
Champions









Employees






Consult with Executive Directors concerning risk
issues (BIO)
Act as a lead support officer for the IGG (BIO)
Manage the insurance fund and external insurance
contract (BIO)
Liaise with external insurers to ensure that future
premiums reflect all risk management activities being
undertaken (BIO)
Administer the designated risk management system
for managing and controlling risks (BIO)
Monitor and report to the IGG any issues that arise
either from strategic risk reviews, overdue risk review
reports, non-compliance with guidelines laid out in
the risk management framework/approach by
employees of the council, reported to them by the
operational risk champions (BIM/BIO)
Identify any emerging risks and incorporate into the
relevant risk registers (BIO)
Report to the IGG any further support required (BIO)
Create and maintain operational risk registers in
conjunction with heads of service.
Monitor and report to their respective DMTs any high
risks and any issues that may arise in respect of
overdue actions/overdue reviews and other problems
they encounter for them to either deal with or to
escalate to the IGG via the strategic risk champion.
Update the operational risk profiles on the
designated risk management system.
Report to the BIO any further support required.
Ensure that incidents occurring or near-misses are
reported to DMT.
Manage risks effectively in their jobs.
Raise any perceived/new risks for their service area
with the appropriate line manager/business
manager/head of service or risk champion for
inclusion in the risk register.
Report any incidents or near-misses to their risk
champion or head of service.
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APPENDIX B
Risk Management Process
Risk Identification

Monitor, review and
communicate

Objectives

Risk assessment /
evaluation

Risk Control

Step

Title

Description

1

Objectives

Start of the process – concerned with achievement of
objectives – the clearer the objectives then more chance
there is of achieving them.
Objectives must be SMART – Specific, Measurable,
Agreed, Realistic, Time-bound.

2

Risk
identification

Strategic: the council has four priorities to which strategic
risks are linked
Operational: each service has a number of business
objectives contained within the Service Plan to which
operational risks are linked
Project: each project document details the aims and
objectives of the project
Partnership: the partnership agreement or formally
agreed arrangements will details the aims and objectives
of the partnership
Risk identification tries to identify the council’s exposure
to uncertainty. You need to use your imagination,
creativity, involvement and experience in this part of the
process. Identify the risks that may stop you from
meeting your objectives – it may be useful to use the list
of risk categories as a guide: political; e-government;
regulatory; financial/fraud; opportunities; reputation;
management; assets; new partnerships/projects;
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customers/clients/citizens/children; environmental (a
description of these can be found at appendix B(i).
Strategic risks are those that




Could impact significantly on the achievement of the
council’s four priorities
Are recorded in the executive director’s strategic risk
assessment
Used to inform policy decisions

Operational risks are those that




Impact significantly on the business objectives
Are recorded in the individual service risk registers
Are used to inform the Heads of Service

Project risks are those that




Could impact significantly on the achievement of the
project
Are recorded in the project risk register
Are used to inform both strategic and operational risk
identification

Partnership risks are those that




Could significantly impact on the achievement of the
partnerships aims and objectives
Are recorded in the partnership risk registers
Are used to inform both strategic and operational risk
identification

There are three elements to any risk scenario


3

Risk
assessment/
evaluation

The vulnerability describes the situation (that may
be perceived) that exposes the council to risk
 The trigger is an event or change in situation that
has a negative/positive result
 The consequences are the events that follow
should the risk occur
Areas of potential risk need to be systematically and
accurately assessed. The process requires an
assessment of: 




The impact it would have if a risk event occurs
The likelihood of the risk event occurring
Possible resources needed and other implications
The priority of the risk for action in relation to the
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council’s risk tolerance level (amber and green areas
on the table/matrix of risk ratings)
Once threats and opportunities have been identified their
potential “inherent” risk is evaluated – i.e. with no
controls in place and using the matrix found in appendix
B (ii).

4

Risk control

The risk is then re-evaluated taking into account the
effectiveness of the controls in place. This result is the
“residual” risk rating, or – put another way – the final risk
rating.
Some risks cannot be eliminated completely. Risk
management is the process of taking action to minimise
the likelihood of the risk occurring and/or to reduce the
impact if it does happen.
To control the possibility of the event occurring, you need
to determine a course of action to try to reduce the risk.
Such actions are likely to include the following: tolerate
(live with the risk), treat (deal with the risk), transfer
(move the risk onto another organisation) or terminate
(stop doing whatever it is that is creating the risk) – those
actions can be determined by the further action plans
you put in place to control the risk further (if any). A
description of the action categories can be found at
appendix B(iii).
Clear responsibility for managing the risk to an
appropriate ‘risk owner’ must be assigned. The risk
owner can then give responsibility of further action to
designated officers that enable them to still influence the
risk.
The further actions must be SMART and must be
developed appropriate to the risk identified.

5

Monitor,
review and
communicate

Any such actions are entered into the risk register and
monitored.
There must be monitoring and review of:





The risk itself
The implementation of the agreed control measures
The effectiveness (or otherwise) of any further
actions
Were an incident to occur, it is recorded and used to
inform a lessons-learnt report

As part of the review cycle, risks and actions will be reanalysed and the cycle will continue as shown in the
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cycle at the top of this appendix.
Review and communication of the risks, controls and
actions must be reported in line with the timescales
shown at appendix B(iv) and dealt with accordingly – i.e.
escalated, received and agreed.
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APPENDIX B(i)
Check List for Risk Identification – Categories (not exhaustive)
Political

Politicians and politics, including Member support/approval
Electorate dissatisfaction, election changes and new political
arrangements
E-Government
Using new or existing technology
Lack of, or failure, of technology
Lost or stolen data, Inaccurate or poor quality data, Disaster
recovery, jacking or corruption of data, breach of security
Regulatory/Legislative Central government policy, Legislation, internal policies and
regulations, grant funding conditions, Data Protection,
Freedom of Information, Race Equality and Diversity,
Disability Discrimination, Human Rights, Employment Law,
TUPE, Health & Safety, Potential for legal challenges,
judicial reviews
Financial/Fraud
Budgetary pressures, loss of/reduction in income cost of
living, interest rates, inflation etc
Financial management arrangements, Investment decisions,
Sustainable economic growth
Affordability models and financial checks, Inadequate
insurance cover
External funding issues including loss of (or reduction in)
funding
System/procedure weaknesses that could lead to fraud
Opportunities
Opportunities to add value or improve customer
experience/satisfaction
Reduce social exclusion and disparities, Increase
employment, education and training
Improve health, reduce health inequalities and promote
healthy lifestyles
Opportunities to reduce waste and inefficiency and minimise
the use of natural resources, increase Recycling, minimise
air, soil, water, light, noise pollution, greenhouse gas
emissions and energy use
Reduce the need to travel and encourage the use of public
transport, cycling and walking
Encourage local sourcing of food, goods and materials,
Conserve, restore and enhance biodiversity
Reduce crime, fear of crime and anti-social behaviour
Reputation
Consultation and Communication, Negative publicity (local
and national) from service or project failure, legal challenges
Management
Key personalities, loss of key staff, recruitment and
retention, management arrangements/protocols
Lack of/or inadequate management support, poor
communication
Capacity issues – enough, training issues, availability,
sickness absence etc
Emergency preparedness/Business continuity
Assets
Land, property, listed buildings and ancient monuments,
equipment, information, cultural and recreational assets.
Includes health and safety or business continuity, abuse of
intellectual property, data protection
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New/ongoing
Partnerships/
Projects/Contracts
Customers/Citizens
Clients/Children

Environment

New initiatives, new ways of working, new
arrangements/relationships
New policies/procedures
Managing change
Demographic change,
Current and changing needs and expectations of customers
Impact on customer of service or project failure, Consumer
protection
Crime and disorder, Health and Safety risks, Impacts on
health inequalities
Effects on physical and mental health and sense of social
wellbeing, loss of independence and need for social care
support
Policies/plans that significantly affect the environment need
a sustainability impact appraisal
Recycling, green issues, energy efficiency, land use and
green belt issues, noise, contamination, pollution, increased
waste or emissions, conservation and wildlife, habitats and
species issues
Impact of planning or transportation policies
Climate change such as increased temperatures and
flooding, Ecological footprint, flood plains
Environmental assets such as landscape, countryside,
historic environment and open space
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IMPACT MEASURES AND CLASSIFICATION
High (red)

APPENDIX B(ii)

Medium (amber)

Low (green)

Health & Safety

Death, abuse, life
threatening OR
permanent disability

Serious injury OR longterm absence from
work (over 7 days)

Minor injury OR shortterm absence from work
(less than 7 days)

Cost

More than £300k

Between £50-£300k

Between £20-£50k

Reputation

National media
attention, potential
public interest report,
third party intervention

Sustained local media
attention, Executive
Director reporting,
Member interest

Short term local media
attention, Wider
Management Team
reporting

Service Delivery

Serious service failure
directly affecting
partners, stakeholders
(more than 1 month)

Service failure but not
directly affecting
partners or
stakeholders (upto 1
month)

Service disruption
(between 1 day to
2 weeks)

Project Delivery

Project failure
impacting on council’s
priorities and
performance

Project failure
impacting on
Directorate’s
performance and
priorities

Project delay impacting
on service performance
and priorities

Legal
implications

Statutory body, partner
or enforcement agency

Member and Executive
Management Team

Wider Management Team

Medium (amber)

Low (green)

Likelihood Measures
High (red)
Timescale

L
I
K
E
L
I
H
O
O
D

Highly likely to occur
(90%+ chance)

Likely to happen (5089% chance)

Possible (1-49% chance)

An incident has
occurred in the past
year OR is highly likely
to occur in the next
year

An incident has
occurred in the past 2-5
years OR is likely to
occur in the next 2-5
years

An incident has occurred
in the past 6+ years OR is
likely to occur in the next
6+ years

High

7
Amber

8
Amber

9
Red

Medium

4
Green

5
Amber

6
Amber

Low

1
Green

2
Green

3
Amber

Low

Medium

High

IMPACT

Classification: NULBC UNCLASSIFIED
legalv
Page 1

19/06/2020

Classification: NULBC UNCLASSIFIED
ACTION CATEGORIES

APPENDIX B(iii)

Action

Description

Tolerate

This action is appropriate when you judge that the control
measures in place are sufficient to keep the risk at a tolerable
level and there is no added value to doing more.

Treat

Some risks will need additional treatment to reduce their
likelihood and/or impact to an acceptable level. This response
is most likely where there have been further actions identified
that are SMART and the risk rating has been identified as high
(red) or in some cases medium (amber).

Transfer

Some risks can be transferred to an insurer or some other party
eg legal liability, property and vehicles etc. Some service
delivery risks can be transferred to a contractor by way of a
contract or written agreement. However some risks cannot be
transferred eg reputational risks.

Terminate

Sometimes a risk can be so serious that there is no option but
to terminate the activity that is generating the risk.
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APPENDIX B(iv)
RISK MANAGEMENT REVIEWING & REPORTING, COMMUNICATING FRAMEWORK
Final Risk
Rating
Red 9

Amber 8
Amber 6
Amber 5

Amber 7
Amber 3

Green 4
2
1

Risk
Action
Treat
Terminate
Transfer
Tolerate

Transfer
Treat
Tolerate

Transfer
Treat
Tolerate

Transfer
Treat
Tolerate

Management Action required

Review/Reporting required

This level of risk is not acceptable and
immediate action is required to assess how
the risk can be reduced to an acceptable
level. Where the impact might result in
death, abuse, life threatening OR
permanent disability, wherever possible the
activity should cease until the risk is
effectively managed.

The appropriate Executive Director must be made aware immediately and the risk must be escalated to the
appropriate group – the Departmental Management Team (DMT) or Information Governance Group (IGG) (if
called), where the effectiveness of the suggested further action, or a decision for the way forward, must be
considered. If the risk could affect the whole council or, if wider support is required to manage it, the risk must
be escalated to the Executive Management Team (EMT).

Escalation of issues to go to DMT (via risk
champion) or WMT (where appropriate),
IGG (via strategic risk champion), EMT and
Audit & Standards Committee if no
resolution is found.
Whilst this level of risk can be accepted,
management must first consider all
reasonable steps that could be taken to
reduce this risk in terms of both likelihood
and potential impact.
Escalation of issues to go to DMT (via risk
champion) or WMT (where appropriate),
IGG (via strategic risk champion), EMT and
Audit & Standards Committee if no
resolution found.
In view of the low likelihood of this risk
occurring, this level of risk can be accepted,
however management must first consider
that all reasonable steps have been taken
to reduce this risk in terms of the potential
impact.
Escalation of issues to go to DMT (via risk
champion) or WMT (where appropriate),
IGG (via strategic risk champion), EMT and
Audit & Standards Committee if no
resolution found.
Whilst this level of risk is generally
acceptable, management should consider
whether this risk could be reduced in terms
of either likelihood or impact.

Classification: NULBC UNCLASSIFIED
legamhlv

Progress to manage this risk must be reviewed by the relevant DMT (or WMT where appropriate) and risk
owner on a monthly basis and it is expected that the outcome of such a review will be minuted in the
appropriate minutes and a comment recorded in the relevant risk register.

The appropriate Head of Service must be made aware of the final rating of this risk and they must consider the
effectiveness of the suggested further action and make a decision as to whether the risk should be escalated to
the Information Governance Group (if called).
If wider support is required to control this risk, it must be escalated to the appropriate Executive Director.
Progress to manage this risk must be reviewed quarterly by the Head of Service and risk owner. The outcome
of the review will be minuted in appropriate minutes or 1:1 meetings and a comment recorded in the relevant
risk register.

The appropriate Head of Service must be made aware of the final rating of this risk and they must consider the
effectiveness of the suggested further action and make a decision as to whether the risk should be escalated to
the Information Governance Group (if called).
If wider support is required to control the risk, it must be escalated to the appropriate Executive Director.
Progress to manage this risk must be reviewed quarterly by the Head of Service and risk owner. The outcome
of the review will be minuted in appropriate minutes or 1:1 meetings and a comment recorded in the relevant
risk register.

The appropriate Business Manager must be made aware of the final rating of this risk and they must consider
the effectiveness of the suggest further action (if applicable) and make a decision as to whether the risk should
be escalated to the appropriate Head of Service.
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If wider support is required to control this risk, it must be escalated to the Departmental Management Team.
Escalation of issues to go to DMT (via risk
champion) or WMT (where appropriate),
IGG (via strategic risk champion), EMT and
Audit & Standards Committee if no
resolution found.
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Progress to manage this risk must be reviewed at least annually (or sooner if circumstances change
significantly) and a comment recorded in the relevant risk register.
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APPENDIX B(v)
ESCALATION PROCESS
Update/review meeting

Issue raised by Risk
Champions

DMT/WMT
Resolved?

YES
Minute the decision and instruct the
appropriate risk champion to
update the profile and inform the
owner

NO
Pass to the Strategic Risk
Champion to escalate to the
Information Governance Group or
EMT

IGG
Resolved?

YES
Minute the decision and pass to
the Strategic Risk Champion to
disseminate to
the relevant risk champion to
update the profile

NO
Escalate to Executive
Management Team

EMT
Resolved?

YES
Minute the decision and
disseminate instructions to the
risk champion to update the
profile

Classification: NULBC UNCLASSIFIED
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NO
Pass to the Audit & Standards
Committee as an exception
report for them to call in the
profile owner for challenge
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Risk Management Process – An Overview

Risk Identification

Monitor, review and
communicate

Objectives

Risk assessment /
evaluation

Risk Control

Objectives
In developing our approach to risk management, a key part at all stages of the process is
to identify SMART objectives - in other words the objectives need to be Specific,
Measurable, Achievable, Realistic and Time-bound. In other words, they need to be
structured in such a way that they can be assessed as to whether they have worked
properly or not. This section takes into account all the objectives set out above and
provides more information on each.
Risk identification
What could go wrong? Use available documents e.g. Council Plan, Service
Plan, appraisals etc to establish what is planned
and start to identify what risks could occur as a
result of these plans
Ensure risks are
E.g. if we don’t review and manage our budgets, is
structured – what are
there a risk we could overspend? What things are
the key elements to
we looking at in terms of a risk like this?
each risk?
What type of risk is it?
What category is it?

Strategic, Operational, Project
e.g. political, e-Government/ICT, regulatory,
financial/fraud,
opportunities,
reputation,
management, assets, new partnership/project,
customer/client/citizen
Environmental (see Appendix B(i))
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Risk assessment/Evaluation
In assessing and evaluating the risks identified, you need to ask a number of fundamental
questions. From this, you will get a risk ‘score’ (or rating). This ‘score’/rating will determine
your future actions.
What would be the impact on
the council if the risk actually
happened?
How likely is it to happen?
Based on the answers above,
plot the rating on the table
opposite

L
I
K
E
L
I
H
O
O
D

HIGH

Amber Amber
7
8

RED
9

MEDIUM

Green
4

Amber
5

Amber
6

LOW

Green
1

Green
2

Amber
3

Low
Medium High
The bold line on the matrix is
IMPACT
the limit of the council’s risk
appetite, i.e. how much risk it is
willing to take before intervention begins. Control of the risks should effectively
move the final risk ratings to the amber and green sections of the table (see
Appendix B (ii)
Risk Control
Risk control is the name given to the process of working towards mitigating the identified
risks. This is done by identifying possible actions which may reduce either the impact or the
likelihood of the risk and will therefore mean that the final rating is contained within the
council’s risk appetite (the green and amber sections of the table above). In undertaking risk
control a number of questions can be asked as part of the risk management process.
Who owns the risk?
Priority

What could/should be done
to reduce the impact and/or
likelihood of the risk?
High

Review
Period
(months)

Action
Tolerate

1

Treat

Transfer

Terminate

√

√

√

What else do you need
to do to control the risk?

Medium

3 (1/4ly)

√

√

√

√

(see Appendix B(iii))

Low

6 (half
yearly)

√

√

√

√

Monitor, Review and Communicate
Key questions to consider as part of this process: 




Are the controls you have put in place effective?
Has the risk changed either as a result of what you have done or other factors?
Does it need escalating, having gone through all the checks you need to make?
Are new risks evolving as a result of the existing risk or due to other factors?
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Who do you need to inform – internally and externally to the council?
Key to what prompts what kind of action: Red

High risk, prompt action, contingency plan, monitor at least
monthly

Amber

Medium Risk, contingency plan, monitor at least quarterly

Green

Low risk, monitor at least half annually
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RISK ASSESSMENT IMPACT MEASURES AND CLASSIFICATION
High (red)

Medium (amber)

Low (green)

Health & Safety

Death, abuse, life
threatening OR
permanent disability

Serious injury OR longterm absence from
work (over 7 days)

Minor injury OR shortterm absence from work
(less than 7 days)

Cost

More than £300k

Between £50-£300k

Between £20-£50k

Reputation

National media
attention, potential
public interest report,
third party intervention

Sustained local media
attention, Executive
Director reporting,
Member interest

Short term local media
attention, DMT/WMT
reporting (depending on
the issue)

Service Delivery

Serious service failure
directly affecting
partners, stakeholders
(more than 1 month)

Service failure but not
directly affecting
partners or
stakeholders (up to 1
month)

Service disruption
(between 1 day to 2
weeks)

Project Delivery

Project failure
impacting on council’s
priorities and
performance

Project failure
impacting on
Directorate’s
performance and
priorities

Project delay impacting
on service performance
and priorities

Legal
implications

Statutory body, partner
or enforcement agency

Member and/or EMT

DMT/WMT (where
appropriate)

ALWAYS TAKE THE WORST CASE SCENARIO AS YOUR IMPACT LEVEL
Likelihood Measures
High (red)
Timescale

L
I
K
E
L
I
H
O
O
D

Medium (amber)

Low (green)

Highly likely to occur
(90%+ chance)

Likely to happen
(50-89% chance)

Possible (1-49% chance)

An incident has
occurred in the past
year OR is highly likely
to occur in the next
year

An incident has
occurred in the past 2-5
years OR is likely to
occur in the next 2-5
years

An incident has occurred
in the past 6+ years OR is
likely to occur in the next
6+ years

High

7
Amber

8
Amber

9
Red

Medium

4
Green

5
Amber

6
Amber

Low

1
Green

2
Green

3
Amber

Low

Medium

High

IMPACT
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RISK MANAGEMENT REVIEWING, REPORTING & COMMUNICATING FRAMEWORK
Final Risk
Rating
Red 9

Amber 8
Amber 6
Amber 5

Amber 7
Amber 3

Green 4
2
1

Risk
Action
Treat
Terminate
Transfer
Tolerate

Transfer
Treat
Tolerate

Transfer
Treat
Tolerate

Transfer
Treat
Tolerate

Management Action required

Review/Reporting required

This level of risk is not acceptable and
immediate action is required to assess how the
risk can be reduced to an acceptable level.
Where the impact might result in death, abuse,
life threatening OR permanent disability,
wherever possible the activity should cease until
the risk is effectively managed.

The appropriate Executive Director must be made aware immediately and the risk must be escalated to the appropriate
group – the Departmental Management Team or Information Governance Group (if called), where the effectiveness of the
suggested further action, or a decision for the way forward, must be considered. If the risk could affect the whole council or,
if wider support is required to manage it, the risk must be escalated to the Executive Management Team.

Escalation of issues to go to DMT (via risk
champion) IGG (via strategic risk champion)
EMT and Audit & Standards Committee if no
resolution found.
Whilst this level of risk can be accepted,
management must first consider all reasonable
steps that could be taken to reduce this risk in
terms of both likelihood and potential impact.
Escalation of issues to go to DMT (via risk
champion) IGG (via strategic risk champion)
EMT and Audit & Standards Committee if no
resolution found.
In view of the low likelihood of this risk occurring,
this level of risk can be accepted, however
management must first consider that all
reasonable steps have been taken to reduce this
risk in terms of the potential impact.
Escalation of issues to go to DMT (via risk
champion), IGG (via strategic risk champion),
EMT and Audit & Standards Committee if no
resolution found.
Whilst this level of risk is generally acceptable,
management should consider whether this risk
could be reduced in terms of either likelihood or
impact.

Progress to manage this risk must be reviewed by the DMT and risk owner on a monthly basis and it is expected that the
outcome of such a review will be minuted in the appropriate minutes and a comment recorded in the relevant risk register.

The appropriate Head of Service must be made aware of the final rating of this risk and they must consider the
effectiveness of the suggested further action and make a decision as to whether the risk should be escalated to the
Information Governance Group (if called).
If wider support is required to control this risk, it must be escalated to the appropriate Executive Director. Progress to
manage this risk must be reviewed quarterly by the Head of Service and risk owner. The outcome of the review will be
minuted in appropriate minutes or 1:1 meetings and a comment recorded in the relevant risk register.

The appropriate Head of Service must be made aware of the final rating of this risk and they must consider the
effectiveness of the suggested further action and make a decision as to whether the risk should be escalated to the
Information Governance Group (if called).
If wider support is required to control the risk, it must be escalated to the appropriate Executive Director. Progress to
manage this risk must be reviewed quarterly by the Head of Service and risk owner. The outcome of the review will be
minuted in appropriate minutes or 1:1 meetings and a comment recorded in the relevant risk register.

The appropriate Business Manager must be made aware of the final rating of this risk and they must consider the
effectiveness of the suggest further action (if applicable) and make a decision as to whether the risk should be escalated to
the appropriate Head of Service.
If wider support is required to control this risk, it must be escalated to the Departmental Management Team.

Escalation of issues to go to DMT (via risk
champion), IGG (via strategic risk champion),
EMT and Audit & Standards Committee if no
resolution found.

Progress to manage this risk must be reviewed at least annually (or sooner if circumstances change significantly) and a
comment recorded in the relevant risk register.
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ESCALATION PROCESS
Update/review meeting

Issue raised by Risk
Champions

DMT
Resolved?

YES
Minute the decision and instruct the
appropriate risk champion to
update the profile and inform the
owner

NO
Pass to the Strategic Risk
Champion to escalate to the
Information Governnance Group
or alternative (EMT)

IGG
Resolved?

YES
Minute the decision and pass to
the Strategic Risk Champion to
disseminate to
the relevant risk champion to
update the profile

NO
Escalate to Executive
Management Team

EMT
Resolved?

YES
Minute the decision and
disseminate instructions to the
risk champion to update the
profile

NO
Pass to the Audit & Standards
Committee as an exception
report for them to call in the
profile owner for challenge
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